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Critical	(And	Growing)	
IT	Security	Threats

All	Of	Our	Clients
Must	Protect	Against	NOW	

To	Avoid	Cyber‐Attacks,	Data	Breach	Lawsuits,	
Ransomware,	Bank	Fraud,	Negative	PR	and	

Compliance	Penalties



• The	#1	security	threat	to	your	business	that	
antivirus,	firewalls	and	other	security	
protocols	can’t	protect	against.

• Why	firewalls	and	antivirus	software	aren’t	
enough	anymore.

• How	mobile	phones	and	cloud	applications	
are	seriously	jeopardizing	your	organization’s	
security	and	data	protection	– and	what	you	
need	to	do	to	protect	yourself.

Today We’re Going To Cover



How	To	Avoid	Being	A	Sitting	Duck	To	
Cybercriminals	And	Protect	Everything	
You’ve	Worked	So	Hard	To	Achieve

Ultimately We’re Going To Cover…



A Quick Overview Of The Sophistication 
And Proliferation Of The 

Cybercrime Business



The Evolution
Of Crime



80 Million Households And 7 Million 
Small To Medium Businesses HACKED



The Criminal Digital Underground’s 
Thriving Black Market

• Credit	card	details	sell	for:	$2	to	$90
• A	Medical	Record	sells	for	over	$150
• iTunes	accounts	sell	for	about:	$8
• Physical	credit	cards	sell	for:	$190
• Card	cloners	can	be	bought	for:	$200‐$300
• Fake	ATMs	can	be	bought	for:	$35,000
• THIS	IS	A	BUSINESS:	anyone	can	easily	buy	
training,	tools	and	services	for	committing	
fraud,	hacking	systems,	buying	stolen	credit	
cards,	setting	up	fake	websites,	etc.



$141
Additional	Damages	And	Costs	NOT	INCLUDED	In	
The	Above	Number:
• Reputational	damage
• Loss	of	clients
• Class	action	lawsuits,	individual	lawsuits
• Legal	fees	to	handle	a	breach	
• Compliance	lawsuits	(fines	for	non‐compliance)
• Replacement	of	data
• Downtime,	loss	of	productivity
• Time	required	to	re‐enter	data	and	get	your
internal	systems	back	up	and	running	again



“But We’re Small...
Nobody Would Bother To Hack Us, Right?”

Wrong!
• One	in	five	small	businesses	falls	victim	to	cybercrime	
each	year	and	that	number	is	GROWING.
(Source:	National	Cyber	Security	Alliance)

• Small	businesses	are	low‐hanging	fruit	because	they	
don’t	believe	they	are	a	target,	and	therefore	have	very	
loose	or	no	security	systems	and	protocols	in	place.

• Half	of	all	cyber	attacks are	aimed	at	SMBs.	
(Source:	Forbes	Article,	“5	Ways	Small	Businesses	Can	Protect	Against	
Cybercrime”)



Why Don’t You Hear More About It?
• It’s	extremely	embarrassing	to	
admit	you’ve	been	hacked.

• Many	people	don’t	even	know	
they’ve	been	hacked.

• Horrible	PR;	do	you	REALLY	want	
your	clients	(or	patients!)	to	know	
their	information	was	accessed?

• The	legal	ramifications	(fines,	
lawsuits,	legal	fees)	can	be	
significant,	so	many	incidents	go	
unreported.



Key Point: Just	because	
YOU aren’t	that	worried	
about	your	information	
being	stolen	doesn’t	
mean	your	customers’	
information	and	
privacy	is	any	less	
valuable	to	them.	What	
are	you	doing	to	be	a	
good	steward	of	their	
information?



The Biggest Danger Is Your Complacency

Please	DO	NOT	
underestimate	the	
importance	of	
addressing	and	
protecting	yourself	
from	this	threat.



The 7 Biggest Threats 
To Your Organization Right Now

And How To Stop Them 



Cyber-Thugs Aren’t Your #1 Threat...

• Even	GOOD	employees	make	
mistakes;	deleting	files,	clicking	on	
phishing	e‐mails	or	innocently	logging	
in	to	a	compromised	Facebook	page.

• Employees	often	use	free	and	
unsecured	file‐sharing	applications	
like	Dropbox	to	share	confidential	
information	simply	because	they	don’t	
know	better	– and	they	don’t	think	to	
tell	you	about	it!

Your Employees Are!



Disgruntled	
employees	(and	
vendors!)	who’ve	
been	fired	also	
pose	a	HUGE	
THREAT	since	
they	often	have	
direct	access	to	a	
VAST	NUMBER	of	
cloud	applications	
and	data.



Shadow IT
How	Much	Of	Your	
Company’s	Data	Is	
Out	On	Rogue	Cloud	
Apps,	Put	There	By	
Employees	Who	Are	
Just	Trying	To	Do	
Their	Job?

That’s	A	GOOD	Question;	
Do	You	Even	Know	The	
Answer?



How A GOOD Employee’s Mistake, A Disgruntled 
Vendor And The FBI Destroyed This Man’s Business



#2: Malware

250,000 
NEW	Malware	

Threats	Are	Being	
Released	Per	Day



FDIC	Does	NOT	Protect	
You	From	Bank	Fraud,	
And	The	Bank	Is	NOT	
Responsible	For	
Getting	Your	Money	
Back!!!

#3: Bank Fraud



Banks	Are	
Prevailing	In	
Cybercrime	
Cases;	PLUS	
You	Might	Have	
To	Pay	The	
Bank’s	Legal	
Fees	If	You	Sue	
Them!



• Cancel	your	debit	cards;	they	are	the	#1	way	bank	accounts	get	
compromised.

• Have	a	dedicated	Google	Chromebook	or	iPad	Pro	for	online	
banking	and	DON’T	use	that	PC	for	accessing	any	other	
websites,	e‐mail	access,	social	media	sites	or	for	downloading	
files	and	applications.

• Sign	up	for	e‐mail	alerts	from	your	bank	whenever	a	
withdrawal	over	$100	happens.

• Require	YOUR	signature	for	any	wire	transfers	and	turn	on	
dual	factor	authentication	to	log	into	your	bank	account.

• Have	your	money	spread	out	in	multiple	accounts	to	minimize	
the	risk.

• Carry	CRIME	insurance.

Tips For Protecting Yourself:



Threat	#1:	Security
600,000	Facebook	Accounts	Are	Hacked	
Every	Single	DAY.	

#4: Social Media



Threat	#2:	Significant	
Loss	Of	Productivity

Social Media



Threat	#3:	
Bad	PR;	You	
Don’t	Think	A	
Disgruntled	
Employee	Will	
Do	Damage?

Social Media



A	writer	once	asked	a	
literary	agent,	“What	
kind	of	writing	pays	
the	most?”	Her	answer	
was	simple:	
“Ransom	notes.”

That’s	sort	of	what’s	
happening	in	the	
cybercrime	world	—
sensitive	data	in	the	
wrong	hands	is	used	to	
extort	money.

#5: Ransomware



Ransomware Is 
Proliferating



#6: Unsecured, Unmonitored
Mobile Devices



If	A	Device	Is	Lost	Or	Stolen,	
And	The	Data	Was	NOT	
Encrypted,	You	May	Have	
Violated	A	Tennessee	Data	
Breach	Law	

• In	Tennessee,	“personal	
information”	is	considered	a	
person’s	first	name	or	first	
initial	and	last	name	in	
combination	with	a	driver’s	
license	number,	social	security	
number,	or	any	information	
(including	logins	and	
passwords)	related	to	financial	
records	(credit	cards,	access	
codes,	passwords,	etc.).

Mobile Computing Dangers On The Rise…



#7: Spam!
“Spam	remains	the	single	biggest	
driver	of	big	breaches	today.	If	
we	look	at	some	of	the	biggest	
data	breaches	in	recent	memory	
‐ JPMorgan,	Target,	RSA	Security	
come	to	mind	‐ they	all	began	
with	poisoned	e‐mail.”	
– Brian	Krebs,	Spam	Nation





So How Do You Protect Yourself?



• Advanced	endpoint	security,	not	just	anti‐virus
• Ransomware‐proof	backup
• Next	Generation	Firewall	with	monitoring,	logging	and	reporting
• Spam	filtering
• Control	what	web	sites	employees	are	accessing
• Lock	down	the	use	of	3rd‐party	cloud	apps	(Dropbox)
• Implement	a	mobile	device	policy	and	security	protocols
• Force	passwords	that	are	difficult	to	hack
• Back	up	your	systems	properly	(protects	against	a	number	of	
threats)

• Employee	education	and	AUP
• Lock	down	the	ability	for	employees	to	use	home	PCs	and	devices	to	
access	your	network	and	cloud	applications.



Bottom Line:

You	Need	To	Get	Serious	
About	Protecting	Your	Company	

Against	Cybercrime!
But	What	Does	That	Look	Like?



• Step	1:	Threat	Assessment
What’s	lacking	in	your	security	right	now?	How	are	employees	
using	your	company‐owned	devices?	What	3rd‐party	cloud	apps	
are	you	using?	Are	your	systems	truly	backed	up?	Where	are	you	
exposed	to	risk?	Whose	job	is	it	to	make	sure	your	network	is	
protected,	and	how	do	you	know	if	they’re	doing	their	job?

• Step	2:	Action	Plan
Based	on	what’s	discovered,	what	do	we	need	to	do	to	ensure	our	
systems,	data	and	operations	are	secure	from	theft,	compromise,	
corruption,	etc.?

• Step	3:	Ongoing	Maintenance
You	definitely	don’t	want	to	take	a	“set‐it‐and‐forget‐it”	approach	
to	security	– your	attackers	aren’t!	

3 Steps To Protecting Your Organization:


